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‘ 8 MEuros EU project
FIN " 22 partners
1,000 PMs

May 2018-April 2021

= Integrated Framework for Predictive and
Collaborative Security of Financial Infrastructures

= GOAL: develop a novel standards-based security
reference architecture for cyber and physical
security dedicated to fintech institutions so to

= enable timely preparation against attacks and

Large industries

Financial organisations
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= facilitate the sharing of cyber-intelligence information among stakeholders for risk assessment and

= mitigation of threats in the financial supply chain

= 5 PILOTs: SWIFT, Bank Data-center and ATM, Private block-chain for micro-payments, Insurance,

The project at a glance @

Small and Medium Financial Institutions
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Cyber Security Systems

Security
Visualization
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Security silos

Physical Security Systems
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A DATABREACH IN B EEQUIFAX
CREDIT REPORTING AGENCY

Leaked personal data

= Equifax data breach Name 146.6 million
* Discovered July 29, 2017 Birthdate 146.6 million
= Announced Sept. 7, 2017
Social Security Number 145.5 million
= 146.6 million Americans were affected FET T
= Around half of the American population/’
Gender 27.3 million
Not only data, even photos Phone Number 20.3 million
£ S EAIER Driver's License Number 17.6 million
Driver's License 38,000
Social Security or Taxpayer ID card 12,000 Emall Address e nen
s Credit Card information 208,000
Passport 3,200
97,50C
Other 3,000 TaxID Lo

Driver's License State 27,000 @
https://www.wired.com/story/equifax-breach-no-excuse/




SECURITY V§ COMPLIANCE i Heartland

= Payment Card Industry Data Security Standard (PCI DSS)

= Data breach discovered in Jan 2010
= Intruders had stolen data on 130 million credit and debit cards

= Company's insistence that it was certified as fully compliant with PCI DSS:
intrusion occurred even though the company had implemented every single one of
the security controls mandated by the PCI standard

= The intrusion highlighted "very clearly and with no uncertain doubt that companies
needed to worry about securing their systems first rather than complying with PCI
standards”

= Point-in-time certification of a company's readiness to handle security
threats

o



What do skimming devices look like?

. . Spot the difference..... Can you tell now?
= ATM is compromised by a 2 i

skimming device, i.e. a card reader Top photo shows an unadulterated ATM
which can be disguised to look like a ‘ fascia. The flashing FDI indicator is easily
part of the machine : S ; observed.

= The card reader saves the users' card
number and pin code, which is then | =
replicated into a counterfeit copy for A skimming device has been fitted
theft over the card reader slot. Although

the device has been given the
appearance of being a standard part
of the terminal it is in fact an

= It is a huge problem
= more than 1.7 million ATMs worldwide

- every 6hmin1_1tei, a new C{*TM is installed additional fitted piece & clearly is
Zome“;l e‘;i in the v‘;%rb'll' ' ; different from the above photo.
= annualy, tnere are 1101 Note: No flashing lead-through light
worldwide ATM cash withdrawals ’ can be seen and the shape of the
= Impact on banks : bezel is also clearly different.
= Negative cash flow but also loss of

reputation

https://krebsonsecurity.com/tag/atm-skimmers/ U




GOAL
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ARCHITECTURE

Application #1 Application #2 Application #N
A
Dashboards & Risk Assessment Compliance and Certification V  supply Chain
Visualization Tools Tools Collaboration

Security Intelligence Kernel

Data Interoperability and Storage
Actuation & Automation
Data Collection

Legacy Security Systems Monitoring Probes
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My dynamite will sooner lead to peace than a thousand world conventions. As soon
as men will find that in one instant, whole armies can be utterly destroyed, they
surely will abide by golden peace.

Attributed to Alfred Nobel



OVH attacks
09/18/2016

®

Miral surface
08/01/2016

600 Gbps!

= Impact of attacks

Mirai source code
released
09/30/2016

Krebs on security
peak attack
09/21/2016

Dyn attacks
10/21/2016

Liberia Lonestar
Attack begins
10/31/2016

= Krebs on security: “The Democratization of Censorship”

= DYN (DNS provider): impossible to access popular web sites
such as Amazon, Twitter, Paypal, ...

= Lonestar (telco): shutting down Internet for an entire country

(Liberia)

MIRAT WORM (INTERNET OF THINGS)

Mirai author
identified
01/18/2017
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Deutch Telekom
attacker arrested
02/23/2017

Deutch Telekom
CWMP exploit
11/26/2016

Mirai infected devices - geographic distribution

Brazil

Columbia
Vietnam
China

S. Korea
Russia
Turkey
India
Taiwan

Argentina



IMPACT OF ML ON PEOPLE
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HOW BIGE DATA INCREASES INEQUALITY

AND THREATENS DEMOCRACY S My newest Bloomberg View article just came out:

? E A.I. H Y [] ' N E I I. N Congress Is Missing the Point on Facebook
/

Americans need a data bill of rights.

A NEW YORK TIMES NOTABLE BOOK

At WX
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IMPACT OF ML ON PEOPLE
L

NEW YORK TIMES BES

W E A P ﬂ Highlights from the book
There’s the highly-regarded teacher who is fired due to a low

N MATH DES score on a teacher assessment tool
~o the college student who couldn’t get a minimum wage job at
2 a grocery store due to his answers on a personality test
the people whose credit card spending limits were lowered
e s because they shopped at certain stores
To add insult to injury, the algorithms that judged them
are completely opaque and unassailable
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HOW BIG DATA INCR

AND THREATENS

CATHY 0

A NEW YORK TIMES NOTABLE BOOK
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Americans need a data bill of rights.
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